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The statutory curriculum requires pupils to learn how to locate, retrieve and exchange information using ICT.  In delivering the curriculum, teachers need to plan to integrate the use of communications technology such as web-based resources and e‑mail.  Computer skills are vital to access life-long learning and employment; indeed ICT is now seen as an essential life-skill.

Most technologies present risks as well as benefits.  Internet use for work, home, social and leisure activities is expanding in all sectors of society.  This brings young people into contact with a wide variety of influences, some of which – as in life generally – may be unsuitable.  It is important that schools, libraries and youth clubs, as well as parents adopt strategies for the safe and responsible use of the Internet.

Our Internet Policy has been written by the ICT Coordinator using Barnsley Learning Network and government guidance.  It has been agreed by senior management and governors.  It will be reviewed annually.   

1. Why is Internet use important?

The Internet is an essential element in 21st century life for education, business and social interaction.  The school has a duty to provide students with quality Internet access as part of their learning experience. 

2. How will Internet use enhance learning?

The school Internet access will be designed expressly for pupil use and will include filtering appropriate to the age of pupils. 

Pupils will learn appropriate Internet use, what is and what is not appropriate use, and given clear objectives for Internet use. 

Staff should guide pupils in on-line activities that will support the learning outcomes planned for the pupils’ age and maturity.

Pupils will be educated in the effective use of the Internet. They will be taught a range of skills including researching, for example knowledge location, retrieval and evaluation as well as skills such as uploading work and images to share with other learners.

Benefits of using the Internet in education include:

· access to world-wide educational resources including museums and art galleries;

· educational and cultural exchanges between pupils world-wide;

· cultural, vocational, social and leisure use in libraries, clubs and at home;

· access to experts in many fields for pupils and staff; 

· staff professional development through access to national developments, educational materials and good curriculum practice; 

· communication with support services, professional associations and colleagues;

· improved access to technical support including remote management of networks;

· exchange of curriculum and administration data with the LA and DSCF.

3. How will pupils learn to evaluate Internet content?

The quality of information received via the range of media is variable and everyone needs to develop skills in selection and evaluation.  The spreading of malicious rumour has occurred for thousands of years and lies sometimes win over truth.  Information received via the web, e-mail or text message also requires good information handling skills.  In particular it may be difficult to determine origin and accuracy, as the contextual clues present with books or TV may be missing or difficult to read.  

It is a sad fact that pupils may occasionally be confronted with inappropriate material, despite all attempts at filtering.  Pupils should be taught what to do if they experience material that they find distasteful, uncomfortable or threatening.  For example: to close the page and report the URL to the teacher or ICT manager for inclusion in the list of blocked sites.  Children should also be taught what to do if they experience this sort of material outside the safety of school, as e-safety is a skill children will require for the future. Children should be shown how and where to report unreasonable actions and materials, for example at the websites, www.thinkyouknow.co.uk or www.ceop.gov.uk.

More often, pupils will be judging reasonable material but need to select that which is relevant to their needs, for instance to answer a particular question.  Pupils should be taught research techniques and encouraged to question the validity, currency and origins of information.  Effective guided use should also reduce the opportunity pupils have for exploring undesirable areas. 

Using Internet derived materials in pupils’ own work requires at least an understanding that straight copying is worth little without a commentary that demonstrates the selectivity used and evaluates significance. Pupils should be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.

4. How will e-mail be managed? 

The government encourages the use of e-mail as an essential means of communication for both staff and pupils.  Directed e-mail use can bring significant educational benefits and interesting projects between schools.

However, the use of e-mail requires that the implications for the school and for the pupils have been thought out and that appropriate safety measures have been put in place.  Un-regulated e-mail can provide a means of access to a pupil that bypasses the traditional school boundaries.  

The central question is the degree of responsibility for self-regulation that may be delegated to an individual pupil.  Once e‑mail is available it is difficult to control its content.  

They will only email independently through our schools VLE which can be monitored by staff and only allows children to email other children within school.

Pupils will be taught to:

· tell a teacher if they receive offensive e-mail.

· not reveal details of themselves or others in e‑mail communication, such as address or telephone number, or arrange to meet anyone.

· Protect their password created by consistently updating it.

5. How should website content be managed? 
Many schools have created excellent web sites that inspire pupils to publish work of a high standard.  Web sites can celebrate pupils’ work, promote the school and publish resources for projects or homework.  Editorial guidance will ensure that the Web site reflects the school's ethos that information is accurate and well-presented and that personal security is not compromised.  

Although there are many ways to obtain information about schools and pupils, for instance a school newsletter, a school's web site can be accessed by anyone on the Internet.  Publication of information should be considered from a security viewpoint.  

Photographs that include pupils add a liveliness and interest to a web site that is difficult to achieve in any other way.  Nevertheless the security of staff and pupils must come first.  Sadly, although common in newspapers, the publishing of pupils’ names with photographs of pupils is not acceptable.  Web images could be misused and individual pupils identified unless broad descriptions are used. The following point should be adhered to:

a) A check should be made that pupils in photographs are appropriately clothed.

b) The point of contact on the web site should be the school address, school e-mail and telephone number.  Staff or pupils’ home information will not be published.

c) Web site photographs that include pupils will be selected carefully and pupils’ full names will not be used anywhere on the web site, particularly in association with photographs.

d) Written permission from parents or carers will be obtained before photographs of pupils are published on the school web site. A parent consent form is signed at enrolment at school. 

e) The class teacher will have the responsibility of checking that all children seen on photographs uploaded to the web have a valid consent form and Headteacher will take overall editorial responsibility and ensure that content is accurate and appropriate. 

6. Can Social Media/Text Messaging be made safe? 

Messenger is a popular conferencing application offering instantaneous exchange of text and images between groups of users via the Internet.  In principle, messenger has great potential for education; for instance pupils could exchange live text, speech or video with pupils in South Africa or Italy, at low cost.  Such chat facilities should be moderated by the parents/guardians and access should only be at times permitted by the parent/guardian.

Although chat sites are not allowed in Keresforth Primary School and are not legally allowed to be accessed until age 13, there use by pupils outside school is becoming more common.  The approach therefore that parents and teachers need to take is one of keeping aware of developments and advising their children of the dangers.  They need to ensure that they protect their social media account with a password (which needs to be constantly updated) and report any incidents concerning inappropriate or graphic messages or images. They also need to be made aware that sharing inappropriate messages or images is very serious and would be dealt with accordingly.

7. How will Internet access be authorised?
Internet access for pupils should be seen as an entitlement on the basis of educational need and an essential resource for staff.  It should be clear who has Internet access and who has not.  Authorisation is generally on an individual basis in a secondary school.  In a primary school, parental permission will be required for children to have access to the internet.

The school will keep a record of all staff and pupils who are granted Internet access.  The record will be kept up-to-date, for instance a member of staff may leave or a pupil’s access be withdrawn.  

Parents will be asked to sign and return a consent form when they enrol their child at school. 

8. Log-On to the Computer and Internet

To encourage independence and personal responsibility Children must be taught to log-on independently, it is a valuable life skill.  To avoid or reduce any potential problems all IT users should abide by the following

a) All of Key Stage 2 should allow time for the children to develop these skills they should be incorporated into the teachers planning during the first term of each new academic year.

b) Under no circumstances should the teacher use their own personal log-in (even as well meaning as it might be) to log the child onto the computer/system.

c) If a child has forgotten or “lost” their log-in the teacher is to advise data-admin via the office and request a new log-in and password.  The child does not go onto the computer until this information has been received back.  This normally takes only a couple of days.

d) A child will have to share a computer with a friend until this matter has been resolved.

e) KS1 provision to be made to assist the child to log-on, but again not to use the teachers/assistants profile.

9. How will the risks be assessed?

In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for pupils.  The school will take all reasonable precautions to ensure that users access only appropriate material.  However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer.  Children will be taught how to best deal with this situation.

10. How will complaints regarding Internet use be handled?

Parents and teachers must know how and where to report incidents.  Prompt action will be required if a complaint is made.  The facts of the case will need to be established, for instance whether the internet use was within or outside school.  A minor transgression of the rules may be dealt with by the teacher as part of normal class discipline.  Other situations could potentially be serious and a range of sanctions will be required, linked to the school’s behaviour policy.  Complaints of a child protection nature must be dealt with in accordance with the LA child protection procedures.

a) Children using messaging and email facilities inappropriately will have their user name and password withdrawn, for a period of time to be decided by the class teacher, depending on the severity of the misuse. Responsibility for handling incidents regarding child protection will be delegated to the Headteacher .

b) Any complaint about staff misuse must be referred to the ICT Coordinator and Headteacher.

c) Parents and pupils will need to work in partnership with staff to resolve issues.

d) There may be occasions when the police must be contacted.  Early contact could be made to establish the legal position and discuss strategies.

11. Shawlands Primary School Responsible Internet Use Rules

These rules help us to be fair to others and keep everyone safe.

· I will ask permission before using the Internet.  

· I will use only my class network login and password, which is secret. 

· I will only open or delete my own files. 

· I understand that I must not bring into school and use software or files without permission.

· I will only e-mail people I know, or my teacher has approved.

· The messages I send will be polite and sensible.

· I understand that I must never give my home address or phone number, or arrange to meet someone.

· I will ask for permission before opening an e-mail or an e-mail attachment sent by someone I do not know.

· I will not use Internet chat. 

· If I see anything I am unhappy with or I receive messages I do not like, I will tell a teacher immediately. 

· I understand that the school may check my computer files, emails I send and the Internet sites I visit.

· I understand that if I deliberately break these rules, I may not be allowed to use the Internet or computers.
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